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JlTabopaTtopHasa paboTa. 3awmrta agMMHUCTPATUBHOIO A0CTYyNa ¢ NOMOLLbLIO
AAA n RADIUS (Bepcua ans MHCTpyKTopa)

MpumeyaHue Ansa MHCTpyKTOpa. KpacHbIM LLPUDTOM UK cepbiM (DOHOM BbleNeH TEKCT, KOTOPbIN NPUCYTCTBYET TOSbKO
B KOMUM VHCTPYKTOPA.

Tononorus

so/o/1
DCE

10.1.1.0/30 10.2.2.0/30

so/o/o
DCE

s
192.168.1.0/24 192.168.3.0/24

Mpumeyvanume. B yctporictBax ISR G1 ncnonb3sytotcsa nHtepdencel FastEthernet Bmecto GigabitEthernet.
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Tabnuua agpecauum

YctponcTtso WuTtepdhenc IP-appec Macka nogcetn | Llno3 no ymonyaHuto MopT KOoMMmyTaTOpa

Go0/1 192.168.1.1 255.255.255.0 H/M S1F0/5

Rt S0/0/0 (DCE) 10.1.1.1 255.255.255.252 | H/M H/M
S0/0/0 10.1.1.2 255.255.255.252 | H/M H/M

R? S0/0/1 (DCE) 10.2.2.2 255.255.255.252 | H/M H/M
G0/1 192.168.3.1 255.255.255.0 H/M S3 FO/5

RS S0/0/1 10.2.2.1 255.255.255.252 | H/M H/M

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 F0/6

PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 F0/18

3apaum

YacTb 1. HacTpoiika OCHOBHbIX NapamMeTPOB yCTPOMCTBa

e HacTtpowiTe oCHOBHbIE MapamMeTphbl, TakMe kak umeHa xocToB, |P-agpeca nHtepdencos 1 naponu ong gocryna.

e HacTpoiTe cTtaTnyeckyto MapLIpyTU3aLmIo.

YacTtb 2. HacTpoWka nokanbHon ayteHTUdnKaumm

e Hactponte nokanbHoOro nonb3oBartens 6a3bl 4aHHbIX U NOKanbHbIN 4OCTYN ANSA NMHUIA KOHCONN, vty 1 aux.

e [lpoBepbTe KOHMUrypauumio.

YacTtb 3. HacTpoiika nokanbHon ayteHTUukaumm ¢ nomowbio AAA

e Hactponte nokanbHyto 6a3y AaHHbIX Nonb3oBaTenen ¢ nomoLbto Cisco 10S.

e Hacrtpowite nokaneHyto ayteHTudumkaumio AAA ¢ nomoubto Cisco 10S.

e [lpoBepbTe KOHUrypaumio.

YacTtb 4. HacTpoiika ueHTpanu3oBaHHou ayTeHTudukaumm c nomowbio AAA u RADIUS

e YcTaHoBWUTE Ha koMnbtoTep cepBep RADIUS.

e HacrtpownTe nons3oBaTtenen Ha cepeepe RADIUS.

e Ha mapwpyTtusatope HacTpowite cepsucbl AAA ¢ nomolubto Cisco [0S, ytobbl nonyunTe goctyn k cepeepy RADIUS
Ansa ayTeHTuduKaumm.

e T[lpoBepbTe koHUurypaumo AAA n RADIUS.

UcxopHble gaHHbIe/cueHapun

CambIM pacnpocTpaHeHHbIM cnocobom obecneveHus 6e3onacHOro A4oCTyna kK MapLUpyTU3aTopy SABMseTCA co3aaHue
naponen ns NuMHWA KoHConu, vty 1 aux. Mpu nonbITke AOCTyNa K MapLUpyTU3aTopy y nons3osaTtens oyaet
3anpalumBaTbCcsa TOMbKO Naporib. HacTpolika cekpeTHOro naponsi B MpUBUIErMPOBaHHOM PEXUME MOBLILLAET YPOBEHb
6e3onacHoCTU, HO B NMtOBOM criyyae Ans Kaxaoro ypoBHs AocTyna TpebyeTcst TonbKo OCHOBHOWM Naporb.

MomMUMO OCHOBHBIX Naponein, B nokansHon 6a3e AaHHbIX MapLUpyTU3aTopa MOXHO HACTPOUTL OTAENbHbIE UMEHA

UINW YYETHbIE 3annCcKy Nonb3oBaTenen ¢ pasHbIMU YPOBHSIMU NMPUBUIENAI, KOTOPbLIE MOTYT MPUMEHSATLCS KO BCEMY
mapLupyTtusatopy. Koraa ans nMHuin koHconu, vty nnm aux HaCcTpoeHo obpalleHre K 3ToW nokanbHon 6ase OaHHbIX,

TO NpY MCNONb30BaHUK NOGOK U3 STUX NUHWUIA ANs 4OCTYNa K MapLupyTM3aTopy nonb3oBaTento npeanaraetcsi BBECTU UMS

1 naponb.

[ns [ONONHWUTENBHOIO KOHTPONS Hag NMPOLLECCOM BXOAA MOXET NPUMEHSTLCA MeTo ayTeHTudmKauum, asTopmsaumum
n ydeta (AAA). ina obecneveHns 6a3oBoi ayTeHTUdMKaLMK pyHKLMIO AAA MOXHO HAaCTPOUTb Ha AOCTYN K FTOKanbHOM
6ase gaHHbIX NPy BBOAE MMeH nonb3oBaTtenei. Kpome Toro, MoryT 6bITb onpeaeneHsl 3anacHsle npouedypbl. OgHako
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AaHHbIN noaxoA He obnagaeT xopoLuen MacTabrupyemMocTblo, TaK Kak ero HyXHoO HacTpauBaTb Ha KaXK4oM
MapLupyTusaTope. [ins obecneyeHns MakcMmarnbHOM MacluTabupyemocTv n MakcumanbHO 3dEKTUBHOIO NPUMEHEHNS
AAA, faHHy0 byHKUMIO HY>KHO MCNOMb30BaTb COBMECTHO ¢ 6a3on AaHHbIx BHelwHero cepsepa TACACS+ unun RADIUS.
Mpv nonbITKe Nonb3oBaTens BOWNTU B CUCTEMY MapLUpyTU3aTop obpallaeTcs K BHELUHEMY cepBepy 6a3bl AaHHbIX Ans
NPOBEPKM OENCTBUTENBHOCTU MMEHN NONb30BaTenNs 1 Napons.

B paHHon nabopaTtopHomn paboTe Bbl MOCTPOUTE CETb N3 HECKOMBbKMX MapLUPYTU3aTOPOB 1 HACTPOUTE MapLLpPYyTU3aTopbI
1 XocTbl. 3aTeM Bam OyaeT Heobxoammo mMcnonb3oBaTth KoMaHabl CLI ans HacTporkv Ha MapLupyTmM3aTtopax 6a3oBon
nokanbHon ayTeHTudmkauum ¢ nomoLlbio AAA. Bbl ycTaHOBUTE Ha BHELLHEM KOMMblOTEpE NporpamMmmHoe obecnedeHne
RADIUS u 6ygete ncrnons3oBatb AAA ans ayteHTudmKaumm nons3osartenei ¢ nomollbio cepsepa RADIUS.

MNpumeyanue. B aaHHon nabopatopHoi paboTe NCMOMb3yTCs KOMaHAb! U BbIXOAHbIE AaHHbIE ANA MapLupyTmMaaTopa
Cisco 1941 c NO Cisco 10S Release 15.4(3)M2 (c nuueHsnen Security Technology Package). [lonyckaeTcsa ncnons3osaHue
Apyrux mapLupytmaaTtopos u Bepcuin Cisco 10S. Cm. cBoaHyto Tabnuuy no nHtepdencaMm MapLupyTM3aTopoB B KOHLIE 9TON
nabopartopHou paboTbl Ans onpegeneHus naeHTMdukatopos nHTepdercos ¢ yueTom obopyaoBaHus B nabopaTtopum.

B 3aBuncumocTu ot Mogenu mapupyTusartopa v Bepcum Cisco 10S, gocTynHble KoMaHAbl Y BbIXOAHbIE AaHHbIE MOTYT
OTNNYaTLCA OT YKa3aHHbIX B AaHHOW nabopaTtopHon paboTe.

MpumeyaHue. MNepen Havyanom paboTbl yoeanTech, YTO MapLIPyTU3aTOPbl U KOMMYTATOPbl COPOLLUEHbI N HE UMEIOT
KOHpMrypauuio 3anycka.

MpumeyaHue onsa MHcTpykTopa. VIHCTpyKUMmM Mo cOpocy KOHUrypaLmin KOMMyTaTOPOB 1 MapLLpyT13aToOpoB
npeactaenexsbl B pasgene 0.0.0.0.

Heobxoaumble pecypchbl
e 3 mapuwpytusatopa (Cisco 1941 c obpasom Cisco I0S Release 15.4(3)M2 n nuueHsmen Security Technology Package)
e 2 xommytaTtopa (Cisco 2960 nnu aHanornyHbIn) (Heobsi3aTensHo)
e 2TIK (Windows 7 nnu 8.1, c yctaHoBneHHbIM SSH-knueHTom 1 WinRadius)
e [locnepoBartenbHble kabenu n kabenun Ethernet, kak nokaszaHo Ha TONOMOrM4YECKON cxeme

e  KoHconkbHble kabenu Ans HacTpovikmn ceTeBblx ycTporcTs Cisco

MpumeyaHue ana nHcTpykTopa. OT1a nabopatopHas pabota coctouT n3 4 yacten. Bce yactn MoryT ObiTb BbINOSHEHDI
Kak No oTAEenNbHOCTU, Tak U COBMECTHO C APYTMMU YacTAMU, B 3aBUCUMOCTUN OT umetoLLierocst BpemeHn. OcHoBHas Lienb —
HaCTpPOUTb pasHble TUMbl ayTeHTUdMKaLMN Nonb3oBaTenen, HadmMHasi ¢ 6a3oBON NPOBEPKM NOKaNbHOro JOCTyna

N 3akaH4ymBas npumeHeHnem AAA, a Takke ncnonb3osaHnem AAA cCOBMECTHO C BHeLHUM cepeepom RADIUS.
MapupyTtusaTtopbl R1 1 R3 HaxoaaTcst B pa3Hbix CETAX U B3aUMOLENCTBYIOT Yepes mapLupyTusaTop R2, koTophbin
ncrnonHsiet ponb ISP. CtyaeHTbl MoryT paboTtatb B napax npv HacTpovike ayTeHTUUKaLMM ANA MapLUpyTU3aTOpPOB:
oAvH HacTpamsaeT R1, a gpyron — R3.

HecmoTps Ha TO 4YTO KOMMYTaTOpPbI NOKa3aHbl HA TOMOMNIOrMYECKON CXeMe, CTyAEeHTbl MOryT UX yopaTb 1 NCnonb30BaTh
nepekpecTHble kabenu mexay MK n mapwpyTtmdatopamu R1 n R3.

OcHoBHble paboyne HaCTPOKKM BCEX TPEX MapLLPYTM3aTOPOB (PUKCMPYIOTCSA MOCIE BbINOMNHEeHWs yacTten 1 n 2 aton
nabopaTopHoi paboTbl. KoMaHabl TekyLleln KoHdurypaummn, nobasneHHble B MapLipyTm3aTopbl R1 n R3 B yacTtsax 3 u 4,
nepeymcneHbl 1 UKCUpYTCs oTAeNnbHO. Bee koHurypauum nepeyncrieHbl B kKoHUe nabopaTopHon paboTbl.

YacTtb 1: HacTponka oCHOBHbIX NapaMeTpoB yCTPOMUCTBa

B yactn 1 aton nabopaTtopHou paboTbl Bbl CO34aAMNTE TOMOMOMMIO CETM N HACTPOUTE OCHOBHbIE NapaMeTpbl, Takne Kak
IP-agpeca nHTepdencos, ctatmiyeckas MapLIpyTM3auus, 4OCTynN K yCTPOWCTBaM U Naponu.

Bce onepaumu gomkHbl GbITb BBINONHEHBI HA MapLupyTudatopax R1 n R3. Ha mapwpytmsatope R2 Heob6xoanmo
BbINOMHNTL TONbKO waru 1, 2, 3 1 6. B kauecTBe Nnpumepa 34ech NokasaHa npoueaypa ang mappytusartopa R1.
LWar 1: MNopkniounTe ceTeBble Kabenu, kKak NOKa3aHO Ha TOMONIOrMYECKON cxeMme.

MpucoeamHUTe YCTPOMCTBA, Kak MoKa3aHO Ha TOMOMOMMYECcKoi CXxeme, U NposioxuTte kabenu, kak TpebyeTcs.

LLar 2: HacTpoiTe 0OCHOBHbLIe NapaMeTpbl AN KaXA0ro MapLipyTusaropa.
a. 3agante nMeHa XOCTOB COrMacHO TOMOSIOrMYECKON CXeEME.

b. HacrtponTte IP-agpeca, kak nokasaHo B Tabnuue IP-agpecos.
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c. Hactpoiite TakTOBYIO YacToTy MapLupyTu3aTopoB ¢ nomoLlbto DCE-kabens, noakmto4eHHOro K NocneaoBaTenbHOMY
MHTEepdENCY Kaxaoro nu3 HuX.

Rl (config) # interface S0/0/0
Rl (config-if)# clock rate 64000

d. Yrtobbl MapLpyTU3aTOpP HE NbITanNcs HENPaBWUITLHO MHTEPMNPETUPOBaTb BBEAEHHbIE KOMaHAbl Kak UMEHa y3roB,
oTkntounTe dyHKumo DNS-nomcka.

Rl (config)# no ip domain-lookup

Lar 3: HacTtpoiTe cTaTMyecKylo MapLpyTM3aLmMIioO Ha MapLipyTM3aTopax.
a. HacrtpowTte cTtatuyeckmn mapLupyT no ymonyaHuioo u3 mapupytusatopa R1 8 R2 1 us mapwpytumsatopa R3 B R2.

HacTponTte ctatudeckuin mapLupyT n3 mapwpytusatopa R2 k LAN mapupyTtnsaTtopa R1 v ctatmdeckuin mapLipyT
13 mapLupyTtm3atopa R2 k LAN mapwpyTtusaTtopa R3.

Lar 4: Hactpoitte napameTpbl IP ans xocToB.

HactponTte ctatudeckuii IP-agpec, macky NOACETU 1 LIMKO3 NO yMonyaHuto Ans komnbtotepoB PC-A n PC-C, kak nokasaHo
B Tabnuue IP-agpecos.

LWWar 5: NMpoBepbTe cBA3bL Mexay kKoMmnbioTepom PC-A u mapwpyTtusatopom R3.
a. OtnpaBbTe ax0-3anpoc ¢ mapLipytusatopa R1 Ha mapwpytnsaTtop R3.

Ecnu 3anpoc 6bin BbINOMHEH € OLWIMGKON, NPOBEAMTE AMarHOCTMKY OCHOBHbIX MapameTpoB YyCTPONCTBa nepen TeM,
Kak NpoAomKNTb.

b. OtnpaBbTe axo-3anpoc c komnbloTepa PC-A B nokansHomn cetn maplupytnsaTtopa R1 Ha komnbtotep PC-C
B NoKarnbHon ceTn mapwpyTusaTtopa R3.

Ecnu 3anpoc ObIN BbINOSHEH C OLLUMGKOMN, npoeegnTe AMarHOCTUKY OCHOBHbIX MapamMeTpoB yCTpOﬁCTBa nepej tem,
KaK NpoaoJIKnUTb.

MpumeyvaHue. Ecnu axo-3anpoc ¢ komnbtoTepa PC-A Ha komnbioTep PC-C BbINOMHEH YCMNELLIHO, TO 3TO 03HAYaEeT,
YTO CTaTu4ecKas MapLUpyTM3aums HacTpoeHa BepHO U oHa paboTaeT ncnpasHo. Ecnu axo-3anpoc 6bin BbINOMHEH
C oWwnBKON, HO MHTepPdIENChI YCTPONCTB akTUBHbI U IP-agpeca 3agaHbl BEPHO, BOCMNONb3yNTECh KOMaHAaMm

show run n show ip route, 4To6bl onNpeaennTe NPobnemMsl, CBA3aHHbLIE C MPOTOKONOM MapLUpyTU3aLun.

LLar 6: CoxpaH1Te OCHOBHYIO TEKYLLyI KOH(pUrypaLmio ANl KaXAoro MapLipyTusaTopa.

LWar 7: CkoHdurypupyinTe n sawmcpyiite naponu Ha mapLupyTmusatopax R1 v R3.

MpumeyvaHue. B faHHOM 3agaye ycTaHOBNEHa MMHUMMAarnbHasa AnuHa naponsi B 10 cMMBONoB, ogHako Ans obneryeHus
npotiecca BbINONTHEHWS NnabopaTopHol paboThbl Naponu 6biv OTHOCUTENBHO YNPOoLLEeHbl. B pabounx ceTax
pekomMeHayeTcst ucnonb3oBaTh 6onee CrnoxHble naponu.

Ha paHHOM Liare HacTponTe NnapaMeTpbl OAMHAKOBbLIM 06pa3om Ha maplupyTnsaTopax R1 n R3. B kayecTBe npumepa
34ecb nokasaH maplupyTtusartop R1.

a. 3apawnte MWHUMarbHY0 ONMUHY napons.
Wcnonb3yiiTe komaHgy security passwords, 4To6bl 3aaaTb MUHMMAnbHYO AnvHY napons B 10 cMMBOMOB.
Rl (config) # security passwords min-length 10

b. Hacrtponte naponb enable secret Ha 06oux MmapLupyTusatopax. Micnonb3yiite anroputm xewwmpoBanus type 9
(SCRYPT).

Rl (config) # enable algorithm-type scrypt secret ciscol2345
LLar 8: HacTpoiiTe OCHOBHYI0 KOHCOSb, BCNOMOraTesibHbIA NOPT U NUHUM Viy.

a. HacrtpowiTe naponb KOHCONW 1 aKTUBUPYWTE BXOA B CUCTEMY ANS MapLupyTmusatopa 1. [ns gononHuTensHon
6e3onacHoCcTM KOMaHAa exec-timeout obecneynBaeT BbIXOA U3 CUCTEMbI JIMHWK, €CMX B TeYeHne 5 MUHYT
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Lar 9:

OTCYTCTBYET aKTUBHOCTb. KomaHga Iogging synchronous npenoTBpallaeT npepbiBaHMe BBOAA KOMaH
COOOLLEHNSIMU KOHCONMW.

MpumeyaHue. YT106bl MCKIHOUNTL HEOBXOANMOCTb NOCTOSIHHOrO NOBTOPHOro BXoga B CUCTEMY BO BpeMaA

nabopaTopHoit paboTbl, Bbl MOXeTe BBECTU KOMaHay exec-timeout ¢ napameTpamu 0 0, YTOGbI OTKIOYUTL NMPOBEPKY

NcTevyeHmna BpeMeHn oxmnaaHus. OpHako Takol noaxod He cumTaeTcsl 6e3onacHbIM.

Rl (config) # line console 0

Rl (config-line) # password ciscoconpass
Rl (config-line)# exec-timeout 5 0
Rl (config-line)# login
RI ( ) #

config-line logging synchronous

HacTtponTte naponbe ansa nopta AUX ana mapwpyTtnsatopa R1.
Rl (config)# line aux O

Rl (config-line) # password ciscoauxpass

Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

HacTtponTte naponb Ha nuHUAX vty Ana mapwpyTtmnsaTtopa R1.
Rl (config)# line vty 0 4

Rl (config-line)# password ciscovtypass

Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login

3awmdpynte naponu Ans KOHCOMU, aux u vty.

Rl (config) # service password-encryption

Beegute KOMaHOy show run. MoxeTe nu Bbl npoynTaTb Naposin Ana KOHCOMN, aux n vty? MosicHuTe oTBeT.

HeT. MNaponu Tenepb 3aumngpoBaHsbI.

HacTtpownTe npeaynpexaatrowmn 6aHHep npu Bxoge B CUCTEMY Ha MaplupyTusatopax R1 u R3.

HacTtponTte npegynpexaeHne ana HeaBTOPU30BaHHbIX NOMb3oBaTenen B Buae 6aHHepa ¢ exeaHEeBHbIM
coobueHnem (MOTD) ¢ nomolpbto komaHabl banner motd. Mpu nogknto4eHnn Nonb3oBaTens K MapLUpyTU3aTopy
[0 3anpoca Ha BBOA, aBTOPU3aLMOHHBIX AaHHbIX oTobpaxaeTca 6aHHep MOTD. B gaHHOM npumepe Anst Havana
1 OKOHYaHWs CO0bLLEHMsI ucnonbayeTcs 3Hak gonnapa ($).

Rl (config) # banner motd $Unauthorized access strictly prohibited!$

Rl (config) # exit

BbinguTte n3 NnpnBMNerMpoBaHHOro pexmnma ¢ NnoMoLlbio koMaHabl disable nnu exit, a 3atem HaxxmuTe Enter gnsa
Hayana paboTbl.

Ecnn 6aHHep 0To6pa>KaeTc;1 HEKOPPEKTHO, CO3[alnTe ero 3aHOBO C MOMOLLbIO KOMaHAbl banner motd.

LWar 10: CoxpaHuTe 6a3oBble KOH(hUrypaLmm Ha Bcex MapLipyTM3aTopax.

CoxpaHuTe TeKyLLyto KOHUrypaLmio B KOHGUrypaLmio 3anycka Yepes KOMaHHy0 CTPOKY B MPUBUIErMPOBaHHOM
pexmme.

R1# copy running-config startup-config

YacTb 2: HacTponka nokanbHon ayTeHTUdMKaLm

B yactn 2 paHHon nabopaTtopHoi paboTbl HEOH6X0AMMO CO3AaTh NOKaNbHOE NMS NONb3oBaTenNs U Naposb, a Takke
HacTpoWTb CNocob JOCTYyNa K KOHCOMNW 1 NIMHUSIM aux 1 vty Yepes nokanbeHyo 6a3y faHHbIX MapLupyTusaTopa, rge
HaxoOATCs OeyCTBUTENbHbIE MMEHa Nnornb3oBaTenen n naponu. BeinonHuTe BCe warn Ha maplipyTtusatopax R1 n R3.
Hwxe nokasaHa npoueaypa ans mapwpyTtmnsaTtopa R1.
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LWar 1:

a.

LWar 2:

LWar 3:

HaCTpOﬁTe NOoKalnbHYH 6a3y OaHHbIX Nonb3oBaTenen.

CospanTe nokanbHy0 y4eTHYH0 3anuchb Nofb3oBaTens ¢ naponem, 3alwmdpoBaHHbIM MO anropuTMy XeLUMPOBaHUS
MD5. Vicnonb3ynte anroputm xewwnposaHus type 9 (SCRYPT).

Rl (config)# username user0l algorithm-type scrypt secret userOlpass

BoiiguTe 13 pexxuma rnobanbHoi HaCTPOMKKN N 0TOOpasnTe TEeKyLLYI KOHurypauuto. MoxeTe nv Bbl NpounTaTtb
naposb nonb3oBaTensa?

HeT, naponb 3awmndpoBaH.

HaCTpOVITe JNOKalnbHYH ayTeHTMCbMKaLIVIIO AnA NINHUN KOHCONMN U BXoAaa.
HacTponte nnMHMI0 KOHCONN Ha MCNOSb30BaHME NoKamnbHbIX UMEH NoNb3oBaTeNnen 1 naponen.

Rl (config)# line console 0
Rl (config-line) # login local

MepenanTte K HaYarbHOMY 3KpaHy MapLupyTu3aTopa, Ha KoTopoM GyaeT oTobpaxaTbes:
R1 con0O is now available. Press RETURN to get started.
Bongute B CuUCTemMy C NoMoLLbiOo paHee HaCTpoeHHOVI yquH0|7| 3anucu user0l n napons.

Yem cenyac oTnm4aeTcs BXO4 Yepes KOHCOrb OT TOro, YTo ObiNo paHbLue?

Ha aToT pa3 Bac nonpocunu BBECTM MMS MOSMb30BaTENS U Naposib.

Mocne Bxopa BBeaute komaHay show run. Bam yganocb otnpaBute komaHay? NosicHuTe oTBeT.

Het. [lna aToro Heo6xoAuM NPUBUNErMPOBAHHBIN PEXNM.

Borigute B npvBMNErnpoBaHHbIA pexuM, NCnonb3ys komaHay enable. Y Bac 6bin 3anpolueH naponbs?
MosicHuTe oTBeET.

[Oa. JTlo6on HOBbIM CO34aHHbIN NOMb30BaTeNb AOJPKEH 6y}J,eT BBECTW Naposib NpUBUIErmpoBaHHOro AocTyna ana
BXOAa B NPUBUNETMMPOBAHHbLIN PEXUM.
I'IpOBepre HOBYHO Y4eTHYHO 3anuucCb nyTemMm BXoga B paMKax ceaHCa Telnet.

YctaHoBuTte ceaHc Telnet ¢ mapwpyTmsatopom R1 ¢ komnbtoTepa PC-A.
PC-A> telnet 192.168.1.1

CucTtema 3anpocuna y Bac y4eTHble AaHHble? [osicHuTe oTBeT.

Het. KomaHga transport input none 3agaHa no yMOn4yaHuo Ha JIMHUAX Vty.
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HacTponTte nuHuio vty Ha ncnonb3oBaHWe paHee onpefeneHHbIX NToKamnbHbIX YYETHbIX 3anucer u naponen
1 CKOHGUIypupynTe KoMmaHay transport input, 4tobbl paspewnTtb Telnet.

config)# line vty O 4

R1(
Rl (config-line) # login local
Rl (config-line) # transport input telnet
Rl (config-line)# exit

MoBTOpHO cBsXMTECH C MapLpyTnsaTtopom R1 ¢ komnbtoTepa PC-A ¢ nomolubto Telnet.

PC-A> telnet 192.168.1.1

Cwuctema 3anpocuna y Bac ydeTHble AaHHble? [NosicHnTe oTBeT.

[a. Cenvyac HacTporku nnHMK vty paspeLuaroT JocTyn no telnet n ncnonb3oBaHve onpegeneHHbIX JIoKanbHO
YYETHbIX 3anncen.

BowngunTe B cuctemy kak nonb3oBartenb user0l ¢ naponem userOlpass.

Bo Bpems ceaHca Telnet ¢ maplpyTtusatopom R1 Bonante B NpuBUNErMpoBaHHbIN PEXUM C MOMOLLbIO
KoMaHabl enable.

Kakol napornb Bbl MCnonb3oBann?

Maponb npMBMNErMpoBaHHOro AocTyna cisco12345..

Ons pononHuTtenbHon 6e3onacHocTu HacTponte nopT AUX Ha ncnonb3oBaHWe noKanbHO OnpeaeneHHbIX YYETHbIX
3anucen ans Bxoaa.

Rl (config) # line aux 0

Rl (config-line)# login local

3aBepLunte ceaHc Telnet ¢ nomoLLbio kKoMaHAbl exit.

LWar 4: CoxpaHuTe KOoHcurypaumio Ha MmaplipyTtusatope R1.

CoxpaHuTe TeKyLLY KOHUrypaLmio B KOHUrypaumio 3anycka Yepes KOMaHAHY CTPOKY B NMPUBMIIErMPOBAHHOM
pexume.

R1# copy running-config startup-config

LWWar 5: BuinonHuTte warun 1-4 Ha mapipyTtusaTope R3 U coxpaHuTe KOHUrypaumio.

CoxpaHuTe TeKyLLyto KOHUrypaumio B KOHGUrypaLmio 3anycka Yepes KOMaHHy0 CTPOKY B MPUBUIErMPOBaHHOM
pexvme.

YacTtb 3: HacTpowka nokansHon ayteHTUdMKaumm Ha mapupytusatope R3 ¢ nomowbio AAA

3apaua 1: Hactponka nokanbHom 6a3bl AaHHbIX Nonb3oBaTtenen ¢ nomouwbio Cisco 10S.

LWar 1: HactpoiiTe nokanbHyl 6a3y AaHHLIX NONb3oBaTeneun.

a.

Cospgaiite nokanbHy Y4YETHYIO 3anucCh NONb30BaTENH C Napornem, 3awmdpoBaHHbLIM Mo anroputMy xewumposaHuss SCRYPT.

R3 (config) # username AdminOl privilege 15 algorithm-type scrypt secret AdminOlpass

BbiiauTe 13 pexuma rnobansHo HacTPOoWkM 1 0ToGpasuTe TekyLLYo KoHdurypauuo. MoxeTe v Bbl NpounTaTh
naporsb nonb3oBatens?

HeT, naponb 3awudpoBaH. Npu ykasaHum napameTpa algorithmtype 9 scrypt 6ynet BoibpaH Hanbonee 6e3onacHbIv
anroputm xewnpoBsaHu4.
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3apaua 2: HactponTte nokanbHyk ayteHTUdukaumuo AAA c nomoubio Cisco 10S.

AKTMBUPYINTE cepBuUChl Ha MapLpyTusatope R3 ¢ nomoLlbio komaHgel aaa new-model B pexume rnobansHomn
HacCTPOWKN. Tak KaK Bbl yCTaHaBNMBaeTe NOKalNbHY0 ayTeHTUMKALMIO, NCMOSb3YNTE ee B Ka4eCTBe NepBUYHOro MeToAa
n meTop 6e3 ayTeHTUdMKaLn — B KA4eCTBE BTOPUYHOTO.

Ecnu Bbl ucnonb3oBanu MeToa ayTeHTUdMKaLMM Yepe3 yaaneHHsin cepsep, Hanpumep TACACS+ unn RADIUS,

Bbl OJMKHbI BbINIV HACTPOUTE BTOPUYHBIN METOA ayTeHTUdMKaLMM B Ka4eCcTBe 3anacHOro, eciv cepBep HedOCTYMEH.
OB6bIYHO BTOPMYHBIM METOAOM SABNSETCH ayTeHTUdMKaLMa No nokansHon 6ase aaHHbIX. B Hawewm cnyyae, ecnu

B NnokanbHoW 6a3e AaHHbIX HE HacTPOeHbl MMeHa nornb3oBaTtenen, mapLlpyTtusaTop 6yaet npegocTtaBnsaTe 4OCTYN

K YCTPOWCTBY BCEM MONb30BaTENAM.

LWar 1: Bkntounte cepeuckl AAA.

R3 (config)# aaa new-model

LUar 2: PasesepHuTte cepBuchbl AAA ¢ NoMoLLbIO NoKanbHOW 6a3bl AaHHbIX.

a. Hacrtponte cnmcok ayteHTUdmkaumm Anst Bxoga B CUCTEMY MO YMOJTYaHUIO C MOMOLLBIO KOMaHAbl aaa authentication
login default method1[method2][method3]; ykaxuTe cnncok MeTogoB ¢ MOMOLLILIO KMYeBbIX cnos local u none.

R3(config)# aaa authentication login default local-case none

MpumeyaHue. Ecnu Bbl He ykaxeTe CNMCOK METOAO0B ayTeHTUMKALMM MO YMONYaHWI0, MapLIPyTU3aTop MOXET ObITb
3abnokupoBaH, 1 Bam ByaeT Hy)KHO BbIMOSHUTL NpoLeaypy BOCCTAHOBMEHWS Napons Ans KOHKPETHOro
MapLupyTusartopa.

MpumeyaHue. MapameTp local-case ucnonbdyetca angd Toro, YTobbl cAenaTb MMeHa Nonb30BaTenen 3aBUCMMbIMU
OT perucrpa.

b. TMepengute Kk HayanbHOMY 3KpaHy MapLIpyTU3aTopa, Ha KOTOPOM ByaeT oToGpaxaTbes:

R3 con0 is now available

Press RETURN to get started.

BowngwnTe B koHconb kak Admin01 ¢ naponem Admin0Olpass. NomHuUTE, YTO cenvac 1 UMeHa nonb3oBarenen,
1 Naponu 4YyBCTBUTENbHbI K pernctpy. Bam yganock Bontn? MNosicHnTe oTBeT.

[Ja. MapLupyTrsaTop NpoBepus YYeTHYI0 3anichb Mo NokanbHoN 6ase OaHHbIX.

I'Ipumeqal-me. Ecnn Baw ceaHc 4Yepes NopT KOHCOJIM MapLUpyTu3aTopa NCTekaeT Nno BpeMeHU, BaM MOXeT
I'IOTpe6OBaTbC$| BOWTU B CUCcTemMy C NOMOLLUbIO CNUCKa MeTon0B ayTeHTI/I(*)VIKaLWIVI no yMmon4yaHutio.

c. [MepengnTte kK HA4aNbHOMY 3KpaHy MapLUpyTU3aTopa, Ha KOTOpoM GyaeT oTobpaxaTbes:

R3 con0 is now available

Press RETURN to get started.

d. lMonbiTarTeck BOWTM B KOHCOSb NOA Y4ETHOM 3anmckto baduser v nobbim napornem. Bam yaanock Bontu? MNosicHute oTBeT.

Oa. Ecnun nvsi nonb3oBaTtens He 6yoeT obHapyxeHo B NokanbHoOW 6a3e AaHHbIX, Onuus none B KOMaHae
aaa authentication login default local none He ByaeT TpeboBaTb ayTeHTUDMKALMIO.

e. Ecnu B nokansHomn 6ase faHHbIX yYETHbIE 3aMnCU Nosib3oBaTesiei He HacTPoeHbl, KakuM nonb3osaTensam 6yaert
npefocTaBneH AOCTYN K yCTPOUCTBY?
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,D,OCTyI'I K yCTpOVICTBy CMOXKeT NoNy4ynTb ntobor nonb3oBatenb. HeBaxHo, CylwiecTByeT i MA nofib3oBaTtend
B NIOKanbHoM 6a3e AaHHbIX U npaBuIibHO N BBeAeH Naposib.

LWar 3: Cospainte npochunb ayreHTudukaunm AAA ans Telnet ¢ nomolblo NokansHOW 6a3bl AaHHbIX.

a. CospganTte oTAenbHbIA CNMCOK METOAOB ayTeHTUUKaUMM AN 4OCTyna K MapLupyTuaaTtopy no Telnet. B Hem
He JOMMKHO ObITh 3anacHoro metoga 6e3 ayTeHTudukaLmm, N03TOMy ecnv B nokanbHon 6a3e AaHHbIX He ByaeT umeH
nonb3oaTenen, goctyn no Telnet 6yaet oTkntoyeH. [ing cospaHns npoduna ayteHTUdUKaLmnm, KOTopbIn
He saBnseTca npodunemM no ymon4yaHuio, ykaxute nms cnucka TELNET_LINES v npymeHnTe ero k nnHusam vty.
R3 (config)# aaa authentication login TELNET LINES local
R3 (config)# line vty 0 4
R3 (config-line) # login authentication TELNET LINES

b. Y6eputech, 4To Npodunb ayTeHTUDUKALNM UCTIONb3YETCst NPU OTKPbITUM ceaHca Telnet ¢ komnbtoTepa PC-C
Ha mapupyTtunsatop R3.

PC-C> telnet 192.168.3.1
Trying 192.168.3.1 ... Open

c. Bongurte kak Admin01 ¢ naponem Admin0Olpass. Bam yganocbk Bontun? NoscHuTe oTBET.

Oa. MapLupyTrsaTop nofy4un AOCTyn K NokanbHou 6a3e AaHHbIX.
d. 3aBepwuTe ceaHc Telnet c nomMoLLblo KOMaHAbI €Xit, 3aTem CHOBa NOAKMNYUTECH K MapLupyTm3aTopy R3 no Telnet.

e. [MonbiTantecb BoiTH kak baduser ¢ nobbim naponem. Bam yaanock BoTn? MosicHuTe OTBET.

HeT. VIMsl nonb3oBaTensi He HaMAeHo B NokanbHOWM 6ase AaHHbIX, a B CNIMCKE ayTEHTMMMKALMN HEe ykasaH 3anacHowm
MeToA ANs NINHWN Vty.

3apaua 3: UayueHue otnagkm ayteHTudmkauum AAA ¢ nomouwbto Cisco 10S.

B aTom 3agaHum ¢ NOMOLLbIO KOMaHAbI debug Bbl N3y4nTe ycnelHble N HeycneLllHble NOoNbITKU ayTeHTM(bMKaLIMVI.

LWar 1: Y6egutecb, UTO CUCTEMHOE BpemMA U BpeMeHHble MeTKU AnA oTnagku npaBuUyibHO HACTPOEHbI.

a. Ot umeHn nonb3oBatensa mapLpyTnsatopa R3 nnu B npusunernpoBaHHom pexvme seeauTte komaHgy show clock,
yTOObI ONpenenuTb, Kakoe Tekylllee BpeMs YCTaHOBIEHO Ha MapLupyTuaatope. Ecnu Bpema u gata yctaHOBMEHbI
HenpaBWbHO, YCTaHOBUTE UX B MPUBUIErMPOBaHHOM pexume no komaHae clock set HH:MM:SS DD month YYYY.
Hwxe nprBeneH npumep Ans MapwpyTtusatopa R3.

R3# clock set 14:15:00 26 December 2014

b. Y6eautech, 4tTo NogpobHas nHdopMaLms 0 BPEMEHHbIX MeTKax AOCTYNHA B BbIXOAHbIX AAHHbLIX OTNaaKM,
C nomoLpbio kKomaHabl show run. 3ta KomaHga oTobpasnT BCe CTPOKU TeKyLLEe KOHdUrypaumm, B KOTOPbIX €CTb
TekcT timestamps (BpeMeHHbIe MeTKN).

R3# show run | include timestamps
service timestamps debug datetime msec

service timestamps log datetime msec
c. Ecnukomanpa service timestamps debug otcyTcTByeT, BBeanTe ee B pexmme rnobansbHON HaCTPOMKK.
R3 (config)# service timestamps debug datetime msec

R3 (config) # exit

d. CoxpaHuTe TekyLLyto KOHUIypaumio B KOHUIypaLmio 3anycka Yepes KoMaHaHY CTPOKY B MPUBUNErMpoBaHHOM
pexume.

R3# copy running-config startup-config
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War 2: MCHOHbSyﬁTe oTnagKy And npoBepKu gocTtyna nonb3oBaTens.

a.
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Bkntounte otnagky ans ayreHtudmkaumm AAA.

R3# debug aaa authentication

AAA Authentication debugging is on

3anyctute Ha mapwwpyTtusatope R2 ceaHc Telnet k mapwpyTnsaTopy R3.

Bonaute noa umerem nons3osatend Admin01 n naponem AdminOlpass. MpocmoTpute cobbiTns ayTeHTudmKaumm

AAA B OKHe ceaHca KoHconu. Tam AoMmkHbI 0ToGpaxaTbesl coobLieHMst 06 OTnajke, MOX0XWe Ha criefyloLume.

R3#
Feb 20 08:45:49.383: AAA/BIND(0000000F): Bind i/f
Feb 20 08:45:49.383: AAA/AUTHEN/LOGIN (0000000F): Pick method list 'TELNET LINES'

M3 okHa Telnet nepengute B NpMBUNErMpoOBaHHbIN pexnM. cnonb3ynTte napons NPUBUNErMpoBaHHOro AoCTyna
Cisc012345. Tam gomkHbl oTobpaxaTtbes coobLleHusi 06 oTnagke, noxoxue Ha cnegyowme. ObpaTute BHUMaHNe
Ha UM nonb3oBaTtens B TpeTben cTpoke (Admin01), HoMep BupTyansHoro nopTa (tty132) n agpec yganeHHoro
knveHTta Telnet (10.2.2.2). Takke obpaTtute BHUMaHUE, YTO NOCNEAHASA CTPOKa O COCTOSAHUM — PASS.

R3#
Feb 20 08:46:43.223: AAA: parse name=ttyl32 idb type=-1 tty=-1

Feb 20 08:46:43.223: AAA: name=ttyl32 flags=0x1ll type=5 shelf=0 slot=0 adapter=0 port=132
channel=0

Feb 20 08:46:43.223: AAA/MEMORY: create user (0x32716AC8) user='AdminOl' ruser='NULL' ds0=0
port="ttyl32' rem addr='10.2.2.2' authen type=ASCII service=ENABLE priv=15 initial task id='0"',
vrf= (id=0)

Feb 20 08:46:43.223: AAA/AUTHEN/START (2655524682): port="ttyl32' list='' action=LOGIN
service=ENABLE

Feb 20 08:46:43.223: AAA/AUTHEN/START (2

R3#655524682) : non-console enable - default to enable password

Feb 20 08:46:43.223: AAA/AUTHEN/START (2655524682): Method=ENABLE

Feb 20 08:46:43.223: AAA/AUTHEN (2655524682): status = GETPASS

R3#

Feb 20 08:46:46.315: AAA/AUTHEN/CONT (2655524682) : continue login (user=' (undef)")
Feb 20 08:46:46.315: AAA/AUTHEN (2655524682): status = GETPASS

Feb 20 08:46:46.315: AAA/AUTHEN/CONT (2655524682): Method=ENABLE

Feb 20 08:46:46.543: AAA/AUTHEN (2655524682): status = PASS

B okHe Telnet BoIngnTe 13 NpUBMNErMPOBAHHOIO pexunma ¢ NoMoLLbio koMmaHabl disable. MonbiTanTecs nepentu
B NPUBUMErMPOBAHHbLIN PEXMM CHOBA, HO Ha 3TOT pa3s UCMONb3ynTe HenpaBuibHbIM Naposb. MNpocmoTpute
BbIXOAHbIE JaHHbIe OTNag4YMKa Ha MapLupytmdatope R3. ObpaTuTe BHUMaHWe, 4YTO cenvac coctosiHme — FAIL.
Feb 20 08:47:36.127: AAA/AUTHEN (4254493175): status = GETPASS

Feb 20 08:47:36.127: AAA/AUTHEN/CONT (4254493175): Method=ENABLE

Feb 20 08:47:36.355: AAA/AUTHEN (4254493175) : password incorrect

Feb 20 08:47:36.355: AAA/AUTHEN (4254493175): status = FAIL

Feb 20 08:47:36.355: AAA/MEMORY: free user (0x32148CE4) user='NULL' ruser='NULL' port='ttyl32'
rem addr='10.2.2.2"' authen type=ASCII service=ENABLE priv=15 vrf= (id=0)

R3#

B okHe Telnet BbinanTe u3 ceaHca Telnet Ha maplpyTusaTope. [NonbiTanTech CHoBa OTKPbITb ceaHc Telnet
Ha MapLupyTU3aTope, HO Ha 3TOT pa3s NonbITanTeCb aBTOPM30BATLCA Mo y4eTHon 3anucbio Admin01

1 C HenpasunbHbIM Naponem. BbixogHble JaHHble OTRag4vMKka B OKHE KOHCOSM AOSMKHbI ObITb NOX0OXM Ha cnepywulee:

Feb 20 08:48:17.887: AAA/AUTHEN/LOGIN (00000010): Pick method list 'TELNET LINES'

Kakoe cooblieHve 6bino nokasaHo Ha akpaHe knveHTa Telnet?
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% Authentication failed

°

g. BbikntounTe NonHOCTLIO NpoLecc oTnagky ¢ NOMOLLLIO KOMaHAbl MpuBUNernpoBaHHoro pexwvima undebug all.

YacTtb 4: HacTtpomnka ueHTpanmsoBaHHoM ayTeHTUcukaumm ¢ nomowbio AAA n RADIUS

B yactu 4 paHHon nabopaTopHoi paboTbl HEO6X0AMMO yCTaHOBUTL NporpammHoe obecnedeHne RADIUS

Ha komnbloTepe PC-A. 3atem HeobxoaMMo HacTpouTb JOCTYN Ha MaplipyTu3aTtope R1 k BHewHemy cepBepy RADIUS
ansa ayteHTudurkaumm nonb3osaTenei. B aton yactu nabopatopHoi paboThbl ncnonb3dyetcsa becnnaTHbIN cepBep
WinRadius.

MpumeyaHue Ana MHCTPYKTOpa. Zip-apxuB ¢ nporpaMmHbiM ob6ecnedeHnem WinRadius MOXHO HalTy B nanke pecypcoB
B NetSpace.

3apava 1: BocctaHoBneHne 6a3zoBou KOHcpurypaumm mapipytusaropa R1.

YUT06bI M36exaTb oMbOK U3-3a co3gaHHomn paHee kKoHdurypauum AAA RADIUS, HauHuTe ¢ Bo3BpaTa 6a3oBbIX HACTPOEK
Ha MapLupyTu3aTope R1, kak nokaszaHo B YacTsx 1 1 2 gaHHon nabopaTtopHoi paboTbl.

LWar 1: MoBTopHO 3arpy3nTe U BOCCTAHOBUTE COXPaHEHHYIO KOHdUrypauuio Ha MaplupyTusaTtope R1.
Ha AaHHOM Llare BepHuTe 0a3oBble HaCTpOVIKM Ha MapLlpyTmn3aTope, COXpaHeHHble B YacTax 1n2.

a. [logknountechb K KOHconu maplipytnsaTtopa R1, aBTopusyntech nod y4yeTHow 3anuceto user0l n naponem
userOlpass.

b. Bongute B npmBMnerMpoBaHHbIN PEXUM C napornem cisco12345.
c. [lepesarpysvTe MapLUpyTU3aTOpP 1 OTBETLTE NO Ha 3aNpoC O COXPaHEeHWUN KOHUrypauuu.

R1# reload

System configuration has been modified. Save? [yes/no]: no

Proceed with reload? [confirm]

LUar 2: NpoeepbTe cBA3b.

a. [lpoBepbTe cBA3b, OTNPaBMB 3X0-3anpoc ¢ koMmnbtoTepa PC-A Ha PC-C. Ecnu 3anpocb! BbINOMHUNCE C OLLUMGKOW,
yCTpaHUTEe HEUCNPABHOCTU B HAacTporkax MapLupyTtusaTtopa u MNK.

b. Ecnu Bbl BbILLNM 13 KOHCOMNW, BOWAMTE CHOBA Mof yYyeTHow 3anuckto user01 n naponem userOlpass, 3ateM Bonante
B NPUBWIErMPOBaHHbIA PEXMM C Naponiem cisco12345.

3apava 2: 3arpy3ka u yctaHoBKa Ha komnbrotepe PC-A cepeepa RADIUS.

CywectByeT Heckonbko cepeepoB RADIUS, kak nnaTtHbix, Tak n 6ecnnatHbix. B gaHHon nabopaTopHol paboTe
ncnonb3yetcsa WinRadius — ctaHgapTHeIn 6ecnnatHein cepep RADIUS, paboTtatowmin nog ynpasneHnem OC Windows.
BecnnatHag Bepcus atoro MO nogaepxmnsaeT nNvwb 5 UMeH nonb3oBaTtenen.

MpumeyvaHue. Zip-apxvB ¢ nporpaMmmHbiM obecneveHnem WinRadius MOXHO 3anpocuTb Y CBOEro MHCTPYKTOPA.

LWar 1: 3arpysuTe nporpammHoe o6ecneveHne WinRadius.
a. Cospgante nanky c umeHem WinRadius Ha paboyem cTone unu B ApyroM MecTe, Kyaa byaete coxpaHsiTe dannei.

b. Pacnakynte apxus ¢ WinRadius B nanky, cozgaHHyto Ha ware 1a. Cpegu HUX He 6yaeT cdhaiina ¢ yCTaHOBLLMKOM.
PacnakoBaHHbI dharin WinRadius.exe siBnsieTcst UCNOMNHAEeMbIM.

c. Ha pabouem cTtone moxHo co3gath Apnbik and davna WinRadius.exe.
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Mpumeyvanue. Ecnn WinRadius ncnonb3yetcst Ha koMmnbtoTepe nog ynpaeneHnem OC Microsoft Windows Vista unu
Microsoft Windows 7, ecTtb BeposiTHOCTb, 4T uHTEpderic ODBC (Open Database Connectivity) He ByaeT co3aaH,
TaK Kak OH He CMOXET 3anucblBaTb JaHHbIE B PEECTP.

Bo3MOXHble pelueHuns:

a.

LWar 2:
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Hactponkun ana Compatibility
1) LWenkHuTe npasow kHonkow 3Havok WinRadius.exe n Boibepute Properties.

2) B gunanoroBom okHe Properties nepenignTe Ha Bknagky Compatibility. Ha aTo Bknagke yctaHoBUTE Gonaok
Run this program in compatibility mode for. 3atem B packpbiBatoLeMcsi MEHIO CHU3Y Bbibepute
YCTaHOBIEHHYIO Ha BalleM KOMMbIOTEPe OonepaumoHHyto cuctemy (Hanpumep, Windows 7).

3) Haxmute OK.
Hactponku gna Run as Administrator
1) LWenkHuTe npaBow kHoMnkow 3HadYok WinRadius.exe n Bbibepute Properties.

2) B gmanorosom okHe Properties nepengute Ha Bknagky Compatibility. Ha aTon Bknagke yctaHoBUTE hnaxok
Run this program as administrator B pasgene Privilege Level.

3) Haxwmure OK.
Bbibepute Run as Administration ans kaxgoro 3anycka
1) LUWenkHute npaBon kHonkon 3Hadok WinRadius.exe u Boibepute Run as Administrator.

2) Mocne 3anycka MO WinRadius HaxmuTe Yes B ananorosom okHe User Account Control.

HacTpownTe 6a3y aaHHbIx cepBepa WinRadius.

3anyctute npunoxeHne WinRadius.exe. WinRadius ucnonb3syeTt nokanbHyto 6a3y AaHHbIX 4118 XpaHEHUSI
MHdopMauum o nonb3osaTtensx. [1pyn NnepBom 3anycke NPUNOXeHNs NOABATCA cneayloLlme coobLeHuns:

Please go to “Settings/Database and create the ODBC for your RADIUS database.
Launch ODBC failed.

B rmaBHOM meHI0 BbibepuTe Settings > Database. MosBuTtca cnepyowmin akpaH. HaxxmuTe kHonky Configure
ODBC Automatically, 3atem HaxxmuTe OK. Bbl 4OIKHBI NONy4nTb coobuieHme, 4yto ODBC 6bin co3faH ycneLwHo.
Beimgute n3 WinRadius 1 nepesanyctute npunoxeHue, 4Tobbl NPUMEHUTb U3MEHEHNS.
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|

O

= H X +

2 ¢ & %

D

| Tirne

BEE]
| Mezzage

1
2

2008y12m27d 17h55m3s
2008y12m27d 17hB5m3s

Flease gato "Settingz/Databaze. " and create the ODEC for pour RADIIS databaze.
Launch ODBC service failed.

ODEL settings E]

Please use 'Control panelfODBC' to set your RADIUS
database. Default database is "WinRadius.mdb". You
can also add this database to your ODBC system by
clicking the following button.

Configure ODBC automatically

ODBC name: ‘WinRadius

Mote: Please input "yourQOdbcName;
Uid=yourUsername;Pwd=yourPassword" if
usernamefpassword is needed.

User table name: ‘thUsers

Billing table name: ‘thLugs

YolP table name: ‘thVnIP

Refresh user information every 0 minutes

-

This database supports |dynaset

o]

Cancel ‘

0K

c. [Ipu nostopHoMm 3anycke WinRadius Bbl 4OMmMKHBI YBUAETE CreayloLlmne coooLeHuns.

€5 winRadius - 222 (3] =]E3)
Operation LOG  Advanced Settings  VWiew Help

O @ B X + — & ¢ & %
D | Tirme | Meszage

1
2
3

2008y12mz27d 18h7m34s
20081 2m27d 18h7m34s
2008y12mz27d 18h7m34s

0 ugers were loaded.
WinR adius is running 0K, [Auth port=1812, Acct port=1813, Secret=\winA adiuz).
WwinRadiuz iz waiting for MAS' request packets. If no request packet reached, please check your HAS' configuration.

© 2017 Komnanus Cisco u/wnu ee godepHue komnaHun. Bee npaea 3alwmieHbl. ATOT JOKYMEHT siBnsieTcst obweaocTynHomn nHdopmaumeii Cisco.

MpumeyaHue no cepepy WinRadius.

BecnnatHasa Bepcust WinRadius nogaepxuBaeT TONbKO NATb MMEH Nonb3oBatenen. Ecnn nepeoe cooblieHne
Ha yka3aHHOM BbILLE 3KpaHe MOKa3blBaET, YTO 3arpykeHo 6onblue 0 nonb3oBartenew, yoanute paHee [o6aBNeHHbIX
nonb3oBartenen n3 6assl gaHHbix WinRadius.

YT06bl ONpeaenunTb cyLlecTByoLMe B 6a3e gaHHbIX MMEHA nonb3oBaTtenen, Haxmute Operation > Query, 3aTem
HaxxmuTe OK. Cnncok MMeH nonb3oBaTenem, HaxoasLwmxcs B 6a3e AaHHbIX, 6yaeT 0TOGpaXKeH B HUXKHEN YacTh OKHa
WinRadius.

YT06bI yOanuTe nonb3oBatens, Haxmute Operation > Delete User, 3aTem BBeaUTe UMsl NMosib30BaTenNsi B TOYHOCTU
Tak, Kak ykasaHo B crincke. MiMeHa nonb3oBaTenel YyBCTBUTESbHbI K PEFUCTPY.

Kakue noptobl cnywaet WinRadius gns yyeta n ayteHTudpmkaummn?
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MopT ayTeHTndumkaumm — 1812, nopt yyeta — 1813.

LWar 3: HactpoiiTe nonb3oBaTtenei u naponu Ha cepeepe WinRadius.
a. B rnaBHom meHto BbiGepuTe Operation > Add User.

b. BeeauTe nms nonb3osatens RadUser n napons RadUserpass. NMoMHUTe, YTO NaposiM YyBCTBUTENbHbI K PEMUCTPY.

Add uszer, EI

User name: |RadUser

Password: |F{adUserpass

Group: |

Address: |

Cash prepaid: | p Cents

Expiry date: |

Mote: ywyy/mmfdd means expiry date; digit means
walid days since first login; emplty means never

expired.
Others: |
" Prepaid user f* Postpaid user
Accounting method: |Eased on Time j

114 Cancel

c. Haxmute OK. Bbl 4OMKHbI nony4nTb coobLeHne B OKHe XypHana o TOM, 4TO nofnb3oBaTeslb yCNeLwHo nobaeneH.

Lar 4: OuncTuTe OKHO XypHana.

B rnaBHoM MeHto BbiGepuTte Log > Clear.

LWar 5: NMpoBepbTe TONLKO YTO A4OGaBNEHHOro NONL30BaTeNs C NOMOLWbLIO YTUINUTLI TECTUPOBAHUS
WinRadius.

a. B ckavaHHom apxuse HaxoguTcsa yTunuta TectuposaHus WinRadius. MeperignTe B nanky, Kyaa Bbl pacnakosanm
WinRadius.zip, n HanguTe dann RadiusTest.exe.

b. 3anyctute npunoxenne RadiusTest, BBegute IP-agpec cepsepa RADIUS (192.168.1.3), nms nonb3osaTens
RadUser n naponb RadUserpass, kak nokaszaHo Huxe. He namensaiite Homep nopta RADIUS no ymonyanuio 1813
n naponb RADIUS WinRadius.

c. Haxwmute Send, nocne 4ero Bbl JOMKHBI yBUAETL coobuieHne Send Access_Request, B kOTOpoM OyaeT ykasaHo,
4yTO cepBep no agpecy 192.168.1.3 yepes nopT 1813 nonyumn 44 wecTHaguaTepUYHbIX CUMBONA.
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[l BlEG)
Radius IP: | 192.168.1.3 Radius Port: | 1813
=S |Access_Flequest j Secret: | WinRadius
BB MEE: | RadUser Password: | RadUserpass

Send | Performance test | Clear

Send Access_Request

Process 1 circle need 2 millisec.

From IP=192.168.1.3, Port=1813, Size=44.

Received 02 01 00 2c 37 be 19 a8 24 eb d6 4b 92 b6 03 b2 aB 06 77 bd

1b 06 00 98 96 7f 50 12 06 7f 1d e4 3b 65 35 5f 49 ec a4 b9
4d 5d ad ba

d. TNpocmoTpute xypHan WinRadius n y6egutecs, 4to nonb3osatens RadUser 6bin ycnewHo ayTeHTMduLmMpoBaH.

E WinRadius - 777

Operation LOG Advanced Settings View Help
o s @ x + -5+ s v |
D | Time | Message

1 2014y5mId 9h42mb51s User (RadUser) authenticate OK.

oK MNUM

Mpumeyvanwme. MNpunoxexHne WinRadius MoxeT 6bITb CBEPHYTO B 3HAYOK Ha naHenu 3agad. OHO NPOAOIKUT
paboTatb BO Bpemsi 3anycka npunoxerus RadiusTest 1 npu nonbITke NOBTOPHOIO 3amnycka BbIBEAET COOOLLEHNE
06 owmbke cepsuca. PassepHute okHo WinRadius Ha akpaHe, LWenkHyB 3Ha4oK Ha naHenu 3agau.

I WinRadius - 772
Operation LOG Advanced Settings View Help

b X + -5 ¢ |8 2
1D | Time | Message
1 2015yBmEd 15h37m58s Launch authentic service failed, please try another port and then restart WinRadius.
2 2015yBmEd 15h37m58s Launch account service failed, please try another port and then restart WinRadius.
3 2015yBm8d 15h37m58s 1 users were loaded.

e. 3akponTe npunoxeHue RadiusTest.

3apava 3: Hactponka Ha mapwpyTusaTtope R1 cepeucos AAA u nony4yeHue JoCTyna K cepBepy
RADIUS c nomouysto Cisco 10S.

LWar 1: AktnBupyite AAA Ha maplipyTusaTtope R1.
Bocnonb3ynteck komaHaon aaa new-model B pexvme rnobanbHON HacTporky, 4Tobbl akTuenpoBaTb AAA.

Rl (config) # aaa new-model
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Na6opatopHas pa6oTa. 3awmTa agMMHUCTPATUBHOIO gocTtyna ¢ nomouwbio AAA n RADIUS

War 2: HaCTpOﬁTe cnncok metTonoB ayTeHTVI(*)VIKaLIMVI npu Bxoge B cCUCTemMy no ymosn4daHuio.

a. HacrtponTte cnmcok Ha nepBoovepeaHoe ucnons3oBaHne RADIUS onsa cepeuca ayteHTudmkauum, a ganee —
6e3 ayteHTndukaumm. Ecnn cepsep RADIUS HegocTyneH 1 ayTeHTUdMKaLMSA HE MOXET ObITb BbINOMHEHA,
MapLupyTu3aTop rnobansHo paspeluaeT goctyn 6e3 ayteHTudmkaummn. 3To HeobxoamMMo ANs criyyas, ecrnu
MapLupyTusaTop HayHeT paboTy 6e3 cBsi3u ¢ akTMBHBIM cepBepom RADIUS.

Rl (config) # aaa authentication login default group radius none
b. B kayecTBe anbTepHaTMBbI Bbl MOXETE HACTPOUTb NIOKarnbHY ayTeHTUdMKALMIO B KA4ECTBE 3anacHoOro Metoza.

MpumeyvaHue. Ecnu Bbl He yKaxxeTe Cnncok MetoaoB ayTeHTMdmKauumn no YMOJT4aHMIO, MapLUpyTU3aTop MOXeT ObITb
3a6J'IOKVIpOBaH, 1N BaMm 6yp,eT HY>XHO BbINONMTHUTb Npouenypy BOCCTaHOBIIEHUA NAponA ANA KOHKPETHOro MapLipyrtusartopa.

LWar 3: YkaxuTte cepsep RADIUS.
a. Wcnonbayiite komaHay radius server onga BxoAa B pexvMm HacTpoliku cepeepa RADIUS.
Rl (config)# radius server CCNAS
b. Wcnonb3syiTe cumBon ? Ans BeIBOA4A CNUCKa KOMaHZ noAapexvmMa Ansa Hactpoviku cepsepa RADIUS.

Rl (config-radius-server)# ?
RADIUS server sub-mode commands:
address Specify the radius server address

automate-tester Configure server automated testing.

backoff Retry backoff pattern(Default is retransmits with constant
delay)

exit Exit from RADIUS server configuration mode

key Per-server encryption key

no Negate a command or set its defaults

non-standard Attributes to be parsed that violate RADIUS standard

pac Protected Access Credential key

retransmit Number of retries to active server (overrides default)

timeout Time to wait (in seconds) for this radius server to reply

(overrides default)
c. Wcnonbsynte komaHay address ans Hactpoviku IP-agpeca ans komnstotepa PC-A.
Rl (config-radius-server)# address ipv4 192.168.1.3

d. KomaHpa key ucnonb3syetcsi 4nsi yCTaHOBKM CEKPETHOIO MNapors, KOTOPLIN siBNsieTcst obwmm ans cepeepa RADIUS
1 MapLupyTusaTopa (B faHHOM cnydae R1) n ucnonb3yetcsa Ana ayTeHTudmkauum coeqnHeHns Mexay
MapLUPYTU3aTOPOM 1 CEPBEPOM MpeXae, YeM HAYHETCs1 NPoLecC ayTeHTudmkaumm nons3osatens. Mcnonb3ynte
cekpeTHbI napons NAS no ymonuaruio WinRadius, ykasaHHbIi Ha cepBepe RADIUS (cm. 3apgavy 2, war 5).
lMomMHWTE, YTO Naponu YyBCTBUTENbHbI K PETUCTPY.

Rl (config-radius-server) # key WinRadius
Rl (config-redius-server)# end

3apava 4: MNposepka koHdurypauun AAA RADIUS.

Lar 1: NMposepbTe cBA3L MeXxay MaplpyTM3aTopoM R1 M KOMNLIOTEPOM, Ha KOTOPOM paGoTaeT cepBep
RADIUS.

OTnpaBbTe 9x0-3anpoc ¢ MapLipytudatopa R1 Ha komnbtoTep PC-A.
R1# ping 192.168.1.3

Ecnwn 3anpoc BbINOMHEH C OLLMOKOW, npoeeanTe AMarHOCTUKY OCHOBHbIX HACTPOEK KOMMNbTEPa N MapLlpyTmn3aTtopa
nepen tem, Kak NnpoaoJKnUTb.
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LWar 2:

a.

LWar 3:

MpoBepbTe KOH(Urypayuio.

Ecnu Bbl nepesanyckanu cepsep WinRadius, Bam notpebyeTcsa 3aHOBO co3gath nonb3osatensa RadUser ¢ naponem
RadUserpass nytem Bbidopa Operation > Add User.

OuuncTtute xypHan Ha cepBepe WinRadius nytem Bbi6opa Log > Clear B rmaBHOM MEHIO.
Ha mapwpyTtusatope R1 nepenguTe Ha HavanbHbIN 3KpaH MapLUpyTu3aTopa, Ha KOTOPOM oTobpaxaeTcs:

Rl con0O is now available

Press RETURN to get started.

MpoBepbTe KOHUrypaLuuo — BOMANTE B KOHCOMb Ha MapLupyTusatope R1, ncnonbsys nms nonssosatens RadUser
n naponb RadUserpass. Yganocb nv Bam nonyyYnTb 4OCTYN B MPUBUIIErMPOBaHHBIN PeXUM 1 ecnu Aa, bbina
NN 3agepxka?

[a. 3agepxka bbina.
MepenguTte K HavanbHOMY 3KpaHy MapLupyTu3aTopa, Ha KoTopoM GyaeT oTobpaxaTbes:

R1 con0O is now available

Press RETURN to get started.

MpoBepbTe KOHPUrypaUmo — BOMAUTE B KOHCOMb Ha MaplipyTu3aTtope R1, ncnonb3ys HecylleCcTByHOLLEE MMS
nonb3oBatens Userxxx un naponb Userxxxpass. Yaanoce N1 Bam Nofny4ntb AOCTYN B MPUBMIENMPOBAHHbIN PEXUM?
MosicHuTe oTBeET.

[Ja. [axxe HECMOTPS Ha TO, YTO GbINM ykas3aHbl HEKOPPEKTHBIE MMSI MOJSIb30BATENS U Maposib, NapaMeTp none
B CMMCKe JOMNYCTUMbIX YYETHbIX AaHHbIX MO YMOMYaHUIO paspeLuaeT AoCTyn Ans o6oro MMeHU nonb3oBaTens.

Bbinn Ny oTobpaxeHbl kakme-nmbo cooblyeHns B xypHane cepsepa RADIUS npu ntobbix y4eTHbIX AaHHbIX?
Het

Moyemy HecyLleCTBYOLLEMY MONBL30BATENO YAANOCh NOMYYUTb AOCTYN K MapLUpYyTU3aTopy U NPy 3TOM He Obinu
BblBeeHbI CO0bLLEHNS B xypHane cepsepa RADIUS?

MapLupyTrsaTop He B3auMOLENCTBYET C NporpamMmMHbIM obecneveHnem cepeepa RADIUS.

Koraa cepeep RADIUS HepocTyneH, nocne nonbITOK BXo4a B CUCTEMY MOTYT MOSIBNATLCA MPUMEPHO crieayoLme
coobLeHns:

*Dec 26 16:46:54.039: SRADIUS-4-RADIUS DEAD: RADIUS server 192.168.1.3:1645,1646 is not
responding.

*Dec 26 15:46:54.039: SRADIUS-4-RADIUS ALIVE: RADIUS server 192.168.1.3:1645,1646 is being marked
alive.

YcTpaHuTe Henonagku npu cBA3nM Mexay MapLipytusatopom u cepsepom RADIUS.

MposepbTe Homepa nopTos Cisco I0S RADIUS UDP no ymonyanuio, ucnons3yemble Ha mapLupytudatope R1: cHoBa
BOVAMTE B pexum HacTpoukn cepsepa RADIUS ¢ nomoulbto komaHabl radius server, a 3ateMm UCnonb3ynTe
dyHkumio Cisco |IOS Help B komaHae nogpexvma address.
Rl (config) # radius server CCNAS
Rl (config-radius-server)# address ipv4 192.168.1.3 ?

acct-port UDP port for RADIUS acco/unting server (default is 1646)
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alias 1-8 aliases for this server (max. 8)

auth-port UDP port for RADIUS authentication server (default is 1645)

<cr>
KakoBbl Homepa noptos Cisco |OS UDP no ymonyaHuio maplupytusatopa R1 ans cepsepa RADIUS?

1645 n 1646.

LUar 4: NMpoBepbTe HoMepa NOPTOB No ymon4yaHuio Ha cepBepe WinRadius Ha komnbloTepe PC-A.

B rmasHom meHio WinRadius Bbibepute Settings > System.

System sethngs El

NAS Secret. \WinRadius
Authorization port: 1812
Accounting port: |1813

[ Launch when system startups

[ Minimize the application when startups
Ok Cancel
18121 1813

KakoBbl Homepa noptoB WinRadius UDP no ymonuaHuto?
MpumeyvaHue. B nokymeHTe RFC 2865 oduuymnanbHo HasHavyeHbl Homepa noptoB 1812 n 1813 ana RADIUS.

LWWar 5: NMomeHsnTe Homepa noptoB RADIUS Ha mapwpyTusaTope R1 ans cooTBeTcTBUSA C CEpBEPOM

WinRadius.

Ecnu He ykasaHo uHoe, koHdurypaums Cisco |I0OS RADIUS no ymonyaHuio HactpoeHa Ha Homepa noptos UDP 1645
n 1646. J'lnbo Homepa nopToB Cisco 10S fomkHbI ObITb U3MEHEHBI B COOTBETCTBMM C HOMEPaMK NOPTOB cepBepa
RADIUS, nn6o Homepa noptoB cepBepa RADIUS gommkHbl 6bITb MU3MEHEHbI B COOTBETCTBUN C HOMEpPaMM NopToB

mapupyTtusatopa Cisco 10S.
CHoBa BBeauTe KoMaHAy nogpexuma address. Ha aToT pas ykaxuTte Homepa noptoB 1812 n 1813, a Takke aapec IPv4.

Rl (config-radius-server)# address ipv4 192.168.1.3 auth-port 1812 acct-port 1813

LLUar 6: NMposepbTe KOH(Urypauuio, BOMAA B KOHCOMb Ha MapLlupyTusatope R1.

Mepenante K HayanbHOMY 3KpaHy MapLlpyTM3aTopa, Ha KOTopoM OyaeT oTobpaxaTbcsi: R1 con0 is now available,
Press RETURN to get started.

b. CHoBa Bongute nog nmeHem RadUser n naponem RadUserpass. Bam yaanock Bovitn? Bbina nv 3agepxka Ha aToT pas?

a.

[Oa, v 3apepxka 6bina HeCYLLLECTBEHHOM, TaK kak MapLupytusaTtop R1 cmor nonyuntb goctyn k cepeepy RADIUS ans
NPOBEPKM UMEHW MONb30BATENS U NApons.
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c. B xypHane Ha cepBepe RADIUS fomkHO NosiBUTLCA crnepytoLlee coobLieHve.
User (RadUser) authenticate OK.

d. Tlepengute kK HAYaNbLHOMY 3KpaHy MapLUpyTU3aTopa, Ha KOTopom ByaeT oTobpakaTbCsa:
R1 con0O is now available, Press RETURN to get started.

e. CHoea BoignTe c MMeHeM Userxxx 1 naponem Userxxxpass. Bam yganocb Bontn?

Het. MapuwpyTtusatop R1 obpatuncsa k cepepy RADIUS, 1 npoBepka 6bina HeycneLiHon.

Kakoe cooblLueHMe NosBUNOCH Ha MapLIpyTM3aTope?

% Authentication failed
B xypHane Ha cepBepe RADIUS gormkHbl NOABUTLCA CneayroLme coobLeHms.

Reason: Unknown username

User (Userxxx) authenticate failed

25 WinRadius - 272

Operation  LOG  Advanced  Settings Wiew  Help

o s @ x+ -9 s v |

D | Time | Message

1 20031 2m28d 18h39n1 7= Idzer [RadUzer] authenticate Q.
2 20081 2m28d 18hd1m5s Reaszon: Unknown uzemame
3 200201 2mz28d 18hd31m5s Idser [Uzerams] authenticate failed,

fox

LWar 7: Cospante cnucok metogos ayTeHTUduKkauum ana Telnet n npotectupyiTe ero.

a. CosganTte oTAenbHbIA CNMCOK METOAOB ayTeHTUUKaUMM AN 4OCTyna K MapLupytuaaTtopy no Telnet. B Hem

He I0MKHO ObITh 3anacHoro pexvMa «6e3 ayteHTudmnkauumn», nosTomy ecnm goctyn k cepsepy RADIUS

oTcyTcTByeT, To fgocTyn no Telnet OyaeT oTknoyeH. HazoBuTe gaHHbIv cnncok TELNET_LINES.
Rl (config) # aaa authentication login TELNET LINES group radius
b. TpvmeHnTe cnMcok K NMHUSAM vty Ha MapLupyTu3aTtope, ncrnonb3ysa kKomangy login authentication.

Rl (config)# line vty 0 4
Rl (config-line)# login authentication TELNET LINES

c. [lMoakntounTtech ¢ komnbioTepa PC-A k mapipyTtusatopy R1 no Telnet n Bongute ¢ umeHem RadUser n naponem

RadUserpass. Bam yganocb nonyuntb gocTtyn ans exoga? MNosicHuTte oTeeT.

Oa. MapwpyTtunsatop R1 o6patuncs Ha cepeep RADIUS aons ayteHTuduKaumm nonb30BaTens, 1 Ha 3TOM

MapLipyTtusaTtope R1 6binn BBEAEHbLI AENCTBUTENBHBIE UMS MONb30BATENS U naposb.

d. 3asepwwute ceaHc Telnet, 3atem cHoBa ¢ komnbtoTepa PC-A nogkntounteck kK mapwpytusaTtopy R1 no Telnet.

Bonoute c umeHem Userxxx un naponem Userxxxpass. Bam yganock Bontu? lNosicHute oTBeT.
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Het. MapwpyTtusatop R1 o6patuncs k cepeepy RADIUS ans ayteHTMdmKaLmMm nons3oBartens, HO KOMOMHaL s
MMEHM nonb3oBaTtens 1 napons B 6a3e geHHbIx RADIUS He Gbina onpeaeneHa, no3ToMy AOCTYN NPeAoCTaBneH
He 6bin.

Bonpocbl ana noBTopeHus

1. 3ayeMm opraHusauum MOXeT NOHaAoOMTLCS NCNOMNb30BaHUE LIEHTPanM30BaHHOIO cepBepa ayTeHTudukaLmMm BMecTo Toro,
4YTObbI HACTPaMBaThb NOMb30BaTENEN U MNAPONM Ha KaXaA0M MapLupyTM3aTope No OTAENbHOCTW?

OtBeTbl 6yayT pasHbiMn. OGHOBNEHWE NMoKarnbHbIX 0a3 AaHHbIX Ha CETEBbIX YCTPOMCTBAX He ABMSETCA MacluTabupyemMbiv
peLeHveM. LieHTpann3oBaHHbIN cepBep ayTeEHTUMKALMK 3HAYUTENBHO YMEHbLIAET BPEMS aAMUHUCTPUPOBAHUS,
Tpebyemoe ans nobaBneHns norb3oBaTens B CANCOK NONb3oBaTeNen Unn yaaneHns u3 Hero. 3To ocobeHHo cnpaBeannBo
NS KPYMHbIX CETEN, rae KONMYeCcTBO HEOOXOAMMbIX OGHOBMEHUIA MOXET BbITb 4OCTaTOUHLIM GONbLUMM U TPEGOBaTbL
BbleneHust Ha 3Ty paboTy oTAENbHOro COTPYAHMKA.

2. CpaBHuTe nokanbHyl ayTeHTUMKaLMIo 1 NoKanbHy0 ayTeHTudmkaumio ¢ ucnonb3osaHmem AAA.

OTtBeTbl 6yayT pasHbiMu. [1py NCNOMb30BaHMM TOMNBKO NULLbL NOKaNbHOW ayTeHTUMKaLmm, B NokanbHon 6ase gaHHbIX
MapLupyTu3aTtopa MoryT 6biTb OnNpeaeneHbl MMeHa nonb3oBaTenen Unm y4eTHble 3anMcy ¢ pasnmyHbIMU YPOBHAMM
NPUBUIENIA, KOTOPbIE MOTYT NMPUMEHATLCS B LIENOM Ansi MapLupyTtusartopa. Koraa ons nuHMi KoHconm, vty n aux
HaCTPOEHO obpalleHre K 3TOM fokanbHoM 6a3e AaHHbIX, TO NPY UCMOMb30BaHWM NIOOON N3 STUX NMHUIA ANg AocTyna

K MapLUpyTM3aTopy NONb30BaTEN NpeanaraeTca BBECTU MMSA U Naporib. [ns JOMNOMHUTENbLHOIO KOHTPONS Hag
npoLEeccoM Bxoda MoXeT npumeHaTbesa Metog AAA. ina obecneveHns 6a3oBovi ayTeHTUdUKaumm pyHkumio AAA MOXHO
HACTPOUTb Ha AOCTYM K NnokanbHon 6a3e AaHHbLIX NpY BBOAE MMEH nonb3oBatenen. Kpome Toro, MoryT 6biTb onpegeneHsl
3anacHble npouenypsbl.

3. Ha ocHoBe coaepxaHusi oHNamH-kKypca Akagemun, pedynbtatoB nouncka B IHTepHeTe, a Takke ucnons3osaHua RADIUS
B AaHHON nabopaTtopHon pabote cpaBHuTe RADIUS n TACACS+.

© 2017 Komnanus Cisco u/wnu ee godepHue komnaHun. Bee npaea salwmiyeHbl. ATOT JOKYMEHT siBnsieTcst obweaocTynHon nHdopmaumert Cisco.  Ctp. 20 13 26



Na6opatopHas pa6oTa. 3awmTa agMMHUCTPATUBHOIO gocTtyna ¢ nomouwbio AAA n RADIUS

OtBeTbl 6yayT pasnuyaTbesi, HO MOTYT COAepXaTh crieaytoLlee.

e RADIUS - ato ctaHgapT IETF, ocHoBaHHbIM Ha gokymeHTe RFC 2865. CyLuectByeT Heckonbko 6ecnnaTtHbix ero
Bepcuin. TACACS+ siBnsieTcs cobcTBEHHOCTBIO KoMmnaHum Cisco.

e B RADIUS ncnons3yetca UDP, a B TACACS+ — TCP.

e RADIUS wudpyeT ToNbKo Naposib B NaKkeTe access-request, nepecbiiaeMom ¢ KnmeHTa Ha cepBep. OctanbHas
YyacTb nakeTa octaeTcs HesawwudposaHHon. TACACS+ wndpyeT BeCb NakeT, HO OCTaBMSET CTaH4APTHbIN
3aronoBok TACACS+.

e RADIUS obbeauHsieT ayteHTudpmkaumo n astopmsaumio. TACACS+ ucnonbayet apxutektypy AAA, koTopas
pasgensieT AAA. 3To No3BoOSISET NOAAEPXKUBATL OTAENbHbIE PELLEHNSA MO ayTEHTUUKALMK, KOTOPbIE OAHAKO MOTYT
ucnonb3oBate TACACS+ ons aBTopusaumm u yyeta.

CBopaHas Tabnuua no uHTepdencam mapLupyTM3aTopon

CBogHas Tabnuua no nHTepdeicam MapLUpPyTM3aToOpoB

Mogenb Untepdenc Untepdenc MocnepoBaTenbHbLIN MocnepoBaTtenbHbIN
MapLupyTusaTopa Ethernet 1 Ethernet 2 uHTepdenc 1 MHTepdenc 2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(G0/0) (GO/1)

MpumeyvaHue. Y1obbl y3HaTb KOHMUIypaumio MapLupyT1usaTopa, onpegenvre ero Tun no uHtepdencam, a takke

Mo KONM4YecTBY MMetoLLMXcs UHTepderico. dddeKkTnBHO NnepeuncnnTb Bce KOMBMHALUM HacTpoeK AN MapLupyTu3aTopa
KaXkgoro krnacca HeBo3MOXHO. B aaHHon Tabnuue npyveeaeHbl nAEHTUDUKATOPbI BO3MOXHbIX KOMBUHaLMA nHTepdericos
Ethernet n nocnepgoBaTtenbHbIX UHTEPENCOB B YCTpoWCTBE. B 9Ty Tabnuuy He BKMOYeHbI KakMe-nnbo Hble TuMbl
nHTepdericos, Aaxe ecnv B onpeaeneHHoM MapLUpyTM3aTope OHU MOTyT NpUcyTCTBOBaTh. B kayecTBe npumepa MOXHO
npueecTtun nutepdenc ISDN BRI. B ctpoke B ckobkax npmBeaeHbl oduumansHele abbpesnaTypbl, KOTOpbIE MOTyT
ncnonb3oBaTbcs B komaHaax Cisco 10S gna npeagcraBneHms nHtepgencos.

KoHdumrypaumm yctponct. Yactn 1 n 2, o6beguHeHHbIe AnAa mapwpyTtmsaTtopoB R1 u R3

MapwpyTtnsatop R1 (nocne BbinonHeHus 4acten 1 u 2 naHHOM nabopaTopHOW paboThl)

R1# show run
Building configuration...

Current configuration : 1983 bytes

|

version 15.4

service timestamps debug datetime msec
service timestamps log datetime msec
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control-plane
!

banner motd “CUnauthorized access strictly prohibited! ~C

line con O

exec-timeout 5 0

password 7 02050D4808090C2E425E080A16
logging synchronous

login local
line aux 0

exec-timeout 5 0

password 7 01100F175804071A395C4F1A0A
login local

line 2

no activation-character

no exec

transport preferred none

transport output pad telnet rlogin lapb-ta mop udptn v120 ssh

stopbits 1

line vty 0 4

exec-timeout 5 0

password 7 045802150C2E5A5A1009040401
login local

transport input telnet

|

scheduler allocate 20000 1000

|

end

MapuwpyTtnsatop R2 (nocne BbinonHeHUs Yactn 1 gaHHon nabopaTopHon paboThbl)

R2# show run
Building configuration...

Current configuration : 1388 bytes

!

version 15.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname R2

|

boot-start-marker

boot-end-marker

!

no aaa new-model

memory-size iomem 15

|

no ip domain lookup

ip cef

no ipvé cef

|

multilink bundle-name authenticated
|

cts logging verbose
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redundancy

!
interface Embedded-Service-Engine0/0
no ip address

shutdown

|
interface GigabitEthernet0/0

no ip address

shutdown

duplex auto

speed auto

!

interface GigabitEthernet0/1

no ip address

shutdown

duplex auto

speed auto

!

interface Serial0/0/0

ip address 10.1.1.2 255.255.255.252
|

interface Serial0/0/1

ip address 10.2.2.2 255.255.255.252
clock rate 64000

|

ip forward-protocol nd
|

no ip http server

no ip http secure-server

|

ip route 192.168.1.0 255.255.255.0 10.1.1.1
ip route 192.168.3.0 255.255.255.0 10.2.2.1
|

control-plane

|
line con 0
line aux 0
line 2

no activation-character

no exec

transport preferred none
transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
stopbits 1

line vty 0 4

login

transport input none

!

scheduler allocate 20000 1000
!
end

MapwpyTtnsatop R3 (nocne BbinonHeHus Yacten 1 u 2 naHHON nNabopaTopHOW paboThl)

R3# show run
Building configuration...
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ip forward-protocol nd

|

no ip http server

no ip http secure-server

|

ip route 0.0.0.0 0.0.0.0 10.2.2.2
|

!

control-plane

|

banner motd “CUnauthorized access strictly prohibited!”C
l§

line con 0

exec-timeout 5 0

password 7 104D000A0618110402142B3837
logging synchronous

login local

line aux 0

exec-timeout 5 0

password 7 03075218050020595619181604
login local

line 2

no activation-character

no exec

transport preferred none

transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
stopbits 1

line vty 0 4

exec-timeout 5 0

password 7 1511021F07253D303123343100
transport input telnet

login local

|

scheduler allocate 20000 1000

|
end

MapwpyTtnsatop R3 (komaHAabl, Ao6aBNeHHbIe ansa YacTu 3 AgaHHOM nabopaTopHOW paboThl)

username AdminOl privilege 15 algorithm-type scrypt secret AdminOlpass
aaa new-model

aaa authentication login default local-case none

aaa authentication login TELNET LINES local

line vty 0 4

login authentication TELNET LINES

service timestamps debug datetime msec

MapwpyTtnsatop R1 (komaHabl, Ao6aBneHHbIe ansa Yactu 4 faHHOM nNabopaTopHOW paboThl)

aaa new-model
username admin privilege 15 algorithm-type scrypt secret ciscol2345
aaa authentication login default group radius none

radius server CCNAS

address ipv4 192.168.1.3 auth-port 1812 acct-port 1813

key 7 WinRadius

aaa authentication login TELNET LINES group radius

line vty 0 4

login authentication TELNET LINES
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